: Japan Computer Emergency Response
Team Coordination Center
DN : c=JP, st=Tokyo, I=Chiyoda-ku,
Japan Computer Emergency Response email=office@jpcert.or.jp, o=Japan Computer Emergency
Team Coordination Center Response Team Coordination Center, cn=Japan
Computer Emergency Response Team Coordination
Center

:2014.05.08 10:50:09 +09'00'
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Windows Malware Analysis

) . Surface
; Header - Properties

e The Internet
. ‘ e Execution &

monitoring

e Reading code
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What PackingZUnpacking iIs

B "Pack" original code for compression/obfuscation

(¢ ) 4 )
Code Compressed
data
o J
4 )
Data Unpack code
\_ ,
\\ j)

2 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC e




Unpacking Tools

IAT :

3 ‘ Copyright©2014 JPCERT/CC All rights reserved.

UPX, etc. ] — OllyDbg IMmpREC ] — Filelnsight
| Immunity | HxD
Debugger
— IDA

JPCERT CC°®



CLASSIC UNPACKING

4 Copyright©2014 JPCERT/CC All rights reserved. JPCE RT CC ®




What "Classic Unpacking" is

Empty S oo B

section
.header
UPXO
rsro UPX1
(Compressed
data) .I'src
\ 2 (Compressed

data)

5 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC e




What "Classic Unpacking" is

—

Execute until

Original Entry
Point (OEP)

_________________________________

g Vemory m

.header

UPXO

(Original code)
UPX1
(Compressed
data) .I'src
\ 2 (Compressed
data)
6 ‘ Copyright©2014 JPCERT/CC All rights reserved.
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What "Classic Unpacking" is

Memory dump &

reconstruct PE file

_________________________________

.header N

UPXO
(Original code)

UPX1

UPX1 }
.Isrc

(Compressed
data)

.rsrc
(Compressed
data)

7 Copyright©2014 JPCERT/CC All rights reserved.

.header

UPXO

UPX1

.ISIc

(Compressed
data)

.mackt

JPCERT CC°®




Classic Unpacking Flow

1. Execute unpack code
- Find OEP

2. Dump as a PE file

e reconstruct PE header, etc.

3. Reconstruct Import
Address Table (1AT)

8 ‘ Copyright©2014 JPCERT/CC All rights reserved. 3'.“: JPCERT CC &



Reconstructing AT

| Import IAT on Memory

kernel32.dll DI I (| GetProcAddress:dword
GetProcAddress , mxtrn VirtualProtect:dword
V!rtuaIProtect extrn VirtualAlloc:dword
VirtualAlloc extrn VirtualFree:dword
VirtualFree extrn ExitProcess:dword
ExitProcess

IAT

9 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC &




Reconstructing AT

kernel32.dll
GetProcAddress
VirtualProtect
VirtualAlloc
VirtualFree
ExitProcess

IAT

10 ‘ Copyright©2014 JPCERT/CC All rights reserved.

IAT on Memory

extrn GetProCAddre Lo

extrn VirtualProtect Created by

extrn VirtualAlloc:d

extrn VirtualFree:d S e8I ¢e]e (S

extrn ExitProcess:dwu’

extrn
extrn
extrn
extrn
extrn
extrn
extrn
extrn
extrn

RegQueryValueExA:dword
RegSetValueExA:dword
RegEnumKeyA:dword
RegEnumValueA:dword
RegOpenKeyExA:dword
RegDeleteKeyA:dword
RegDeleteValueA:dword
RegCloseKey:dword
RegCreateKeyExA:dword

JPCERT CC°®



Reconstructing AT

kernel32.dll
GetProcAddress
VirtualProtect
VirtualAlloc
VirtualFree
ExitProcess

Can not import
required APIs

IAT

11
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IAT on Memory

extrn GetProcAddress:dword
extrn VirtualProtect:dword
extrn VirtualAlloc:dword
extrn VirtualFree:dword
extrn ExitProcess:dword

extrn
extrn
extrn
extrn
extrn
extrn
extrn
extrn
extrn

RegQueryValueExA:dword
RegSetValueExA:dword
RegEnumKeyA:dword
RegEnumValueA:dword
RegOpenKeyExA:dword
RegDeleteKeyA:dword
RegDeleteValueA:dword
RegCloseKey:dword
RegCreateKeyExA:dword

JPCERT CC°®



Reconstructing AT

kernel32.dll
GetProcAddress
VirtualProtect
VirtualAlloc
VirtualFree
ExitProcess

RegQueryValueExA
RegSetValueExA
RegEnumKeyA
RegEnumValueA
RegOpenKeyEXxXA
RegDeleteKeyA
RegDeleteValueA
RegCloseKey
RegCreateKeyEXxA

AT

12
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IAT on Memory

extrn GetProcAddress:dword
extrn VirtualProtect:dword
extrn VirtualAlloc:dword
extrn VirtualFree:dword
extrn ExitProcess:dword

extrn
extrn
extrn
extrn
extrn
extrn
extrn
extrn
extrn

RegQueryValueExA:dword
RegSetValueExA:dword
RegEnumKeyA:dword
RegEnumValueA:dword
RegOpenKeyExA:dword
RegDeleteKeyA:dword
RegDeleteValueA:dword
RegCloseKey:dword
RegCreateKeyExA:dword

JPCERT CC°®




Classic Unpacking

B Reconstruct PE file

2 Import REConstruc S

dttach to an Active Process

Pick DLL |

Imported Functions Found

Shawy Inwalid

Invalidate function(s)
Disassemble [ Hex\iew Show Suspect

Trace Levell (Disasm)
Trace Level2 (Hook)
Trace Level3 (Trap Flag)

I Auto Trace I

Clear Imports |

Plugin Tracers 3
finalyzing Advanced Commands 3 Get APT Calls
Module loac
Module loac cut thunk(s) Load PE Header Clear Lo |
Module load -
Getting ass Delete thunk(s) p__ ﬁt w Wr— -y
| Image Baze ' Select Code Section(s) '
Expand all nodes I S || S | Options
Collapse all nodes
Sl Im Switch *LOADER* Shout
R (00000000 Size [00001000 | A6 G S
Exit

Load Tree | Save Tree | Get Imparts || Fix Dump ||
13 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC &




Classic Unpacking

B Reconstruct PE file

| Imported Functions Found | | I

SELECT ALL SECTIONS WHICH CONTAIN CODE E

P11\
Mame R Waize ROftzet Fsize ' Full Dump I'
[w] UF0 aoonioon  oooosooo ooooo4oo oooooo0o L
I UPx1 aooogoon  oooosoaon o oooondon o oooposeo0
I UPx2 aootioon o ooootoopo ooooe200 00000200
L
| Cancel
E—W?ﬁ DEErE TNR(S] '
Select Code Section(s) J
Expand all nodes Show Exact Call Window Optians
Collapse all nodes
OEF Im Switch *LOADER* Ahout
Ryva [00000000 Size [0000T000 TS Bdd nem section
Exit

Load Tree | Save Tree | Get Imparts || Fix Dump Il
14 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC ®




Classic Unpacking

B Reconstruct IAT

iy ' ] =] x |

I
3 =11 ]

Attach to an Active Process
Ic:¥users¥administratnr¥desktnp¥sampleexe fonooo4 1) LI Pick DLL |

Imported Functions Found

Shawy Inwvalid

Show Suspect

I Auto Trace I

Clear Imports |

Log
Analveing process .
Madule loaded: ci¥windows¥svstem 3I2¥ntdll Il
Module 105 e =30 Clear Log |
Madule lo: lbazedll
Getting as
|

\__A‘D(Ffﬂ ——— Mew Import Infos (I0+ASCO+LOADER) —— Optionz
CEFP |0000733F IAT ButoSearch || rva (0000000 i (00000000 _
I T I— oLt
il 00000000 Size |00001000 v Add new section
Exit

Load Tree I Save Tree | Get Imparts ||I Fix Dump ||
15 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC #




Classic Unpacking

B Reconstruct IAT

Import REConstructor v1.7e

Attach to an Active Process

Ic:¥users¥administratnr¥desktnp¥sampIEExE (nnoonoen) ;I Fick DLL I

Inported Functions Found

=8 kernel32 dIl FThunk: 00004000 NbFunc:46 (decimal?0) validYES s Show Tvalid
- rea 00008000 modkerne[32 I ord:0189 nameGetCommandLine & |:|
rva.[I[IEIEIH[IEI-i madkernel32dll ord:0202 name:HeapFree

00004008 modkernel32dl ord:0285 nameGetWersionExd

e 0000ADDC modkernel32dl ord:025E name:Heapdlloc

e 0000A010 modkernel32dll ard:024B name:Get ProcessHeap I g — |
@ 0004014 modkernel32 4l ord:00F 1 name:EnterCriticalzection
e tea 00004018 modkernel32dI ard:0338 name:LeaveCriticalSection

Show Suspect

~rya0000ANG modkernel32dll ord: 0454 name:TerminateProcess Al Clear Imports I
e = AAAN AN sl mem = 1T AN e A T 1T i =g (TR T R TITrN b Dl e i e
Lo
rea: 10004000 forwarded from modntdlldll ard:14ED name:RtlRefllocateHeap -~
rea:l000A0FC forwmarded from maodntdlldll ord:0468 name:Rtl5izeHeap
Clear Log I
Current importe: |:|
1 {decimal 1) valid modulelz) (added: +1 (decimal+ 1))
46 (decimal: 70} imported functioniz). (added: +46 (decimal+70)) o
—IAT Infos nesdsd New Import Infos (ID+ASCI+LOADER) —— Uptions
QEF IUUDDISEF IF'|T Autosearch | R h, ||:||:||:||:||:||:||:||:| Size ||:||:||:||:||:|524
About
R II]I]I]I]!EIFFD Size IIIII]I]I]IZHEI] v &dd new section
r—-—-—-— Exit
Load Tree I Save Tree | et Imports || Fix Dump ||I
L. N N N
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Classic Unpacking Issue

.header
( A
_ .header | . ~
text text
. J .data data
.data
- / .rsrc e
.reloc
\\ /) \\ /) \§ J
.mackt

hash('Original™) = hash("Unpacked™)
17 \ Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC ®




Classic Unpacking Issue

.header

text

.data

.reloc

18 |

rf

)

.header

text

.data
r—

——
) —

I'S|

~—
.

header
text

.data

.

.text

4

.data

header

Copyright©2014 JPCERT/CC All rights reserved.

header

——
~
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PERFECT UNPACKING
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Concept

~\

.header

|

text

~

_

.data

.reloc

.header

text

.data

.ISIrc

.header

text

-
A

.data

.reloc

hash('Original™) == hash(*'Unpacked")

20 ‘ Copyright©2014 JPCERT/CC All rights reserved.
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Recent Packer

.header
r )
.header text
text :
.data
.data
f ) .rsrc
.rsrc
- ~ )

21 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC #



Recent Packer

) . . .header
header ¥ text
text :
.data
.data
f ) .ISIc
.rsrc
| J Unpack code

22 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC #



Recent Packer

.header

.header

text

text

.data

.data

.ISIc

.ISIc

;Unpack code

N

Original PE file

23 ‘ Copyright©2014 JPCERT/CC All rights reserved.
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Recent Packer

Overwrite own process /
e

Inject into other process

P )
.header
text
text
.reloc
.rsrc
| J Unpack code

Original PE file

24 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC #



Recent Packer

.ISIc

.header

text

NS~

25

N

Original PE file

Copyright©2014 JPCERT/CC All rights reserved.

( )
.header ]
text
J
.data
.reloc
~ )

JPCERT CC°®




Perfect Unpacking Flow

1. Execute unpack code

e Let unpack code unpack
original PE file

2. Dump memory section
contains original PE file

3. Trim PE file

26 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC &



1. Unpack Code Execution

B Set breakpoints on

== \\/INndows APIs

e \WriteProcessMemory

e ZWWriteVirtualMemory

e CreateProcessW
eVirtualFree / RtlIFreeHeap
e etc.

me PE header

e Hardware breakpoint on "M"

27 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC &




2. Dumping Memory Section

B Search "MZ" string

PhantOm - [Memor

map]

]
(Blex] w[n] wif# ¥4 A ¥ L[E[M[T]W[E

fddreszs |Eize

Owner

section

Contains

Tvpe

foo

gooroo0na|ononronn
gonzoona|onoorooa
QooeECoOO|oonninon
gonepona|onoodonn
goo?oona|onoozonn
googoona|ononronn
aooanoon|ooonsnon
oooaA0000 | 0000EDDN
gonegoono|onooaonn
goocoona|onotennn
oooEQOOD| 00041000
goraoona|onodronn
goraoona|onooennn
gorioona|ono4roon
OoTEOOOO|O0O04000
oozaoono|onoozonn
oozeoona|onio3onn
oo3coona|onongonn
ao3boona|ononronn
oo3E0O00O| Q0001000
oo400000|00001000
oo401000|0008F000
oo460000|00002000
Oo4g2000 (00010000
oo472000|00010000
oo43oo00a|onotcoon
govaoonalianogioon

ufugi
ufugi
ufugi
ufugi
ufugi

Priw
Priw

Enter binary strine to search for

ASCIH HEE

UNEDDEID

HE: +02

[+ Eriire block

v Caze sensitive

OE.

Cance

.blfm
.whlij
.mbuz
Lad =

code

data
imports
resources

Gumnmnd1

=

Priw
Priw
Imnag
Imag
Imag
Imag
Imag
Map

Priw

RY

RWE
RWE
RWE
RWE
RWE
R E
RWE

RY

RWE
RWE
RWE
RWE
RWE
R E

RWE

sk¥olumel ¥WINDOWS¥syvat emd 2 ¥
sk¥olumel ¥WINDOWE¥svstend2 ¥
sk¥olumel #WINDOWS¥syvat emd 2 ¥
sk¥olumel #WINDOWS¥svetemd 2 ¥

(£

II Module C:ReANDOW S, spstem 32U S P10l

| |Paused
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2. Dumping Memory Section

B Search "MZ" string

PhantOm — [Dump - 00790000.00810FFF]

@ File  Wiew [Debug Pluging Options  Window Help - g x
=RES JJ S+ 1 2] MHJJJEHJEHHﬂJ [k

Q0730 1ER |40 E3 30 E3 05 00 88 14 24 80 64 24 48 OF MZ™ - - . - $TEEHE ~
NOY301FE |84 DEI EE o~ B8 1F D7 10 &6 B0 ES 40 DA 0B . h?i‘ Bl =
Noya0z08 |00 F9 30 CE 8B =~ N D0 05 00 B0 80 B4, - fﬁ‘%l’ﬁ.ﬁEEJI.”ﬁE

noyanzia AT|E BB - L - 1

noyanzaa e B,

noyanzan .

noyanzds

Search next (Ctrl+L) until

NOY302ZER

Qoyanzia PE h d

00780285 yOou Can see eader

noyanzan

N0yanzan . .

00740265 |3C 24 8D R4 |24 64 EA BA EB 05 00 EA 2F EY 0% 00| <HiEfdaEg - . .

no7g02ch | AY ?F B2 9B EY 44 FF FF FF D5 91 F& DC &% OF BA|7 &0 - - - J§E0

no7g0206 |E9 01 80 C3 10 &D OC AD 2E ER 7F 7B FE CD G0 BE| -0/ - 2.+ {« AP

O07H02EG |81 F1 45 DC 80 D2 FE BG D3 C1 BY EF 26 AB 21 BB |M.ETODA - TFT - 3!f

O07402F5|0F B& F2 03 BB OF BC D4 BE OF BE F7 51 BE FF CF (43 - feabfet - f

o780305 |86 21 E? BB 11 C7 BA C4 65 789 BF BB 21 EF BB 87 |f!#Z«3JhUy_f! -

no7gna1s|FY BE 81 CF E9 F3 BB 81 C7 21 00 52 F9 E& &7 EA| - - tBf - '.R -

0780325 |068 00 80 B4 24 0% OF 86 07 E2 05 00 B0 47 4C 68| |.08#%ck - - . GiE

00740335 B9 BE D& 72 |46 AC 40 BF 44 24 28 EA EB ER 06 00 (" 2rFiREEG(EE - |

007490545 |ES EA OC 05|00 41 0B 1E EB OE 89 07 F8 FF 74 24|30 A - - 1}

00790355 (10 F9 EY 99 DE 05 00 17 E49 FO E? 0G 00 D2 F? 80)4- OF|. {58 - .

0740365 |C2 BA FE C3 BB BB OF &4 F9 OF BB D1 CA BB 4C 24|93- F[f4. - fLIECY

0780375 |08 66 OF BE D2 &0 F2 FF 54 FE CE E4 51 83 91 3E|oftkin- Z- JA3E:

O0790585 (01 00 00 18 F8 BE OF BC D1 BB &1 F2 73 BB 81 D&|r.1- $2WfH sl

00790395 |1C EE 4B 47 8B G4 24 04 66 OF A3 DI E9 11 E1 06 |EEGEI4HI - o
Gu:ummand:l ﬂ
II Module C:AWINDOW Shapstern 32N SF10.dI | | Pauszed

29 ‘ Copyright©2014 JPCERT/CC All rights reserved.

JPCERT CC°®



2. Dumping Memory Section

B Search "MZ" string

PhantOm — [Dump - 00790000.00810FFF]

@ File  Wiew [Debug Pluging Options  Window Help

ERE

J_Ljﬂﬂ_uzﬂﬂ

MHJJJ

novaosna
novaogto
novaoszo
novangao
novaosg4o
no7anasn
novaogen
novaosia
novaosgan
noo7anaan
novaogan
novaonsgo
novaosca
novaosno
novangeDn
novaogko
novaoana
novaoata
novaoaza
novaonazon
novaonado
novaoas
0n7anaen
novaoaia
novaoasn
novaoaan
o7anaan
novanaga

Command

4D

0o

oo

oo

na na

II Module C:ReANDOW S, spstem 32U S P10l

| |Paused
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2. Dumping Memory Section

31 |

B Search "MZ" string

PhantOm — [Dump - 00790000.00810FFF]

@ File  Wiew [Debug Pluging Options  Window Help

oo oo oo on oo oo o0 on na
B+310 oo oo oo 00 00 o0 00 Qo0 00 00 00 00 00 00 00 00
B+azn oo oo oo 00 00 o0 00 Qo0 00 00 00 00 00 00 00 00
B+aan oo oo oo 00 00 o0 00 Qo0 00 00 00 00 00 00 00 00

Command : | ﬂ

Bl x] wn] ] 4 A 4 v[E[m[T]W[B[c|/[K[B[R].[5] i5[F]?]
00 00 00 00 00 00 00 00 00 00 00

“gL. 4oL, Dot. “oL.
[ s T [
gb, = Lo L L
a. ’

II Module C:ReANDOW S, spstem 32U S P10l

| | Pauszed
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2. Dumping Memory Section

B Dump

PhantOm — [Dump - 00790000.00810FFF]

@ File  Wiew [Debug Pluging Options  Window Help -
Blx] w[n] wifs ] ] ] s[E[M[T[w[H|c[/[K[B[R]..[S] iE[E]?]
QO7a0Bo0 |00 00 00 00 00 00 00 0000 00 00 00 00 00 00 00 .eeeeeennnnnnnns #_\

Q0790E10/00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00[...eeunseennnn..
00790E20 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00[...eeunseennnn.. =
0079065000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00[...seueseennnn..
0079064000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00[...seunseennen..
O0790EE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00[euseuureensenn.
Q0790BE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00[...eeunseennnn..
Q0790E70/00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00fe..eeunseennnn..
00790B50 |00 00 00 00 00 0O Backup Greate backup
00790830 (00 00 00 00 00 00 00 00 00 Gopy Load backup from file
00790BA0 00 00 00 00 00 00 00 00 00

M
00720EED |00 00 00 00 00 00 00 00 00 gi:E;DMt : Save data 1o file
00790BC0|00 00 00 00 00 00 00 00 po| CreaRReInt ..
00790B00 |00 00 00 00 00 00 00 00 gp @ 2earch for o PR
O0790BED 00 0D 00 00 00 00 00 00 00| Gotoaddess GG | ... ...
Q0790BF0[00 00 00 00 00 00 00 00 00 e,
Q07S0CO0|22 08 0% 00 34 08 03 00 44| v Hex Y FoL 4oL Dot "ol
00790C10|7E 08 03 00 94 08 03 00 BE|  Text b FoL, - Lok, gt
00790020 |DE 0% 0% 00 F4 08 03 00 0C  Short PEgL - Ll L L
00790030 |28 09 03 00 4E 09 03 00 60| Lone FRLLNLL Ly L,
00790040 (84 09 03 00 A2 09 03 00 BA  Flagt N N T I
00730050 |E4 08 0% 00 1C 04 03 00 20  Dicascemble c L L LU LH. L
D0790CED |64 0A 03 00 78 DA 03 0080 o oo L H Lo tos e
00790070 B0 04 0% 00 CO 0& 03 00 OO LoLhLE L,
00790C20 |94 OF 03 00 82 OF 03 00 80  Appesrance b o L L TgL BgL,
00790C30|2C OF 03 0014 OF 03 00|02 Lo S $LbL,BL, - L,
0079004000 00 00 00 9E 0D 03 00 B4 0D 03 00 Ch 0D 03 00)....- LI.LAL
00790CE0|DE 0D 0% 00 ER OD 03 00 FR 00 03 00 04 OE 08 00U, L, - L - L AL, v
Cammand : | ﬂ
II Module C:AWINDOW Shapstern 32N SF10.dI | | Pauszed
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3. Trimming PE file

Home

[j[]pen x

I Close
Mew
[l Save -

Edit

=

View

as Hex

Search

A

View as
Text

B Parse PE file using Filelnsight

Filelnsight - _00790000.mem*

Plugins

Windows

Help

lze Ihternet Explorer Prom

Mavigation

F
r

i WAL G
“t% Entry Point
“4 Sections

¢ text

# .data

4 reloc
“% Imports
| N .
; USERIZ A
| ADNVAPIZZ A
| SHLWARLII
; SHELL3Z AN
| Securdz dll
| PSAPLOLL
| ole32.dl
| G002 dll
) WE2 324

[Ee] Scripting

L R e e R =

Prezs F1 for help

00790000.mem* X

33 ‘ Copyright©2014 JPCERT/CC All rights reserved.

o A

Lo T R ]

o

[ O Y O O
[ T Y Y Y Y
[ T Y e I Y Y

s

Ol e mug

T T Y T e
T T Y O Y e

]
]

o
o

Lo T R ]
Lo T R ]

o

[
[ T e N e T s Y Y o N

[ T T e Y O e O T |

s
s

McAfee’

Awvert Labs

[

Lo T R ]

[ T T e Y T T Y

[ T T Y O T Y

[ T Y O O
o

[ O T e Y T T Y

T T Y T e

s

00 10 00 00
B0 38 BC 38
E4 3C EC 3C
24 3D 2C 3D
&4 3D eC 3D
A4 3D B4 3D
EC 3D F4 3D

T DT DA DM

19

00 00 00
00 30 00 OO0
F4 3C FC 3C
34 3D 3C 3D
74 3D 7C 3D
BC 3D C4 3D
FC 3D D4 3E

T DT A A DT

'_\
o
[
L
[

(]
19

Offget: 31200k 2072763

%]

-
o owm o - o
[ Y Y Y - Sy
L L
=

r|
3
u
1

Lereth: 1C00R (71687
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Consideration

Vi =Y

Lo. Limited availability

e Depends on packer's implementation

&

Ll. Unpacking code execution ‘

e Debugger & VM detection
e Breakpoint detection

Vi =Y

L3. Trimming PE file

e Overlay data
e Data used by malware
ee.g. ZeusS variants
e Digital signature

34 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCER’I‘ CC £




Demo Movie

B Get same original file from different binaries using
"Perfect Unpacking"
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CONCLUSION
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Summary

Classic unpacking issue

e Unpacked file's hash value depends on
analyst/tools

Resent packer implementation

e Packed malware contains original PE file

o _/

We have to perform
"Perfect Unpacking"

e Dump original PE file from virtual
memory

&
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Recommended Unpacking Flow

i .header |
Unpacker @ G

— text

.data
Perfect , ~
Unpacking L

.header
.text
Classic
Unpacking data
.ISrc
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Thank youl!

Contact
B aa-info@jpcert.or.ip
B https://www.|pcert.or.|p

Incident report
B info@jpcert.or.|p
B https://www.|pcert.or.jp/form/
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